
Empowering Evolution
  ��Certified for MasterCard Identity Check

  �Certified for Visa Secure

  End-to-end support of 3D Secure functionality for issuers in full EMVCo 
compliance

  ��Ideal for on-premise deployment 

  �Cloud support

  Intuitive, user-friendly GUI interface empowers employees to exercise 
greater control over the total management of the operation on one 
cost-effective platform

Technical Essentials
  �Complete set of integrated modules including ACS, DS Connector 
Server, OTP, Security and Encryption, Consumer web pop-up, Reports

  �Seamless integration with bank’s card management system and 
middleware

  Admin and security consoles for user friendly administration of the 
system and the operator user entitlement

  System retains history of entire flows for detailed analysis and reporting  

  �Multi-tier application architecture for secure modular deployment

  Reports can be generated in PDF, HTML and Excel

  Access Control Server

  �DS Connector Server 
(to push the transaction 
result to the DS)

  Built-in OTP generation 
and verification with 
flexibility to use bank’s 
OTP if desired

  �Rich set of reports 
including Configuration 
Reports, Entitlement 
Reports, Security Reports 
and Transaction Reports 
among others

  �Entitlement module 
for control of user 
access, including dual 
authorization and audit 
logs 

Key Features

In the world of ecommerce, securing card transactions 
against fraud is essential. The international card schemes 
have devised advanced second factor authentication 
mechanisms and technologies to secure transactions by 
ensuring positive customer authentication and approval 
at the start of the payment process, even before the 
transaction request is submitted for payment. 

An approved and certified vendor for both Visa and 
MasterCard, as well as a MasterCard Digital Vendor Gold 
Partner, eMcREY has created its Apex Secure product to 
offer compliant and certified second factor authentication 
for card issuers.

Apex Secure supports both MasterCard Identity Check 
and VISA Secure among other schemes. Unlike other 
3D Secure solutions, which are cloud-only solutions and 
charge expensive per-transaction fees, Apex Secure can 
also be deployed on-site at the client’s premises, giving 
total control, security and peace of mind.  The solution 
encompasses comprehensive modules to confidently 
manage the end-to-end process - including Access Control 
Server (ACS), DS Connector Server (to push the transaction 
status), customer enrolment, OTP management, Visa 
and MasterCard interfaces, comprehensive security, key 
management, system configuration, and detailed reporting. 
It is not only compliant with the international card schemes, 
but also entirely suitable for national and regional card 
schemes, especially those that require the card data to 
remain within the borders of the country (no cloud allowed). 
Apex Secure helps secure e-commerce transactions, 
enabling consumers to transact with confidence and 
reducing the costs associated with supporting 3D Secure.

Certified security for 
e-commerce transactions



The APEX Advantage
The Apex Suite of software products from eMcREY  
is designed to address the specific requirements of  
local and regional markets by complementing the  
best-in-class products and solutions we implement 
from our major global partners. Apex products allow 
our clients to maximise business opportunities and 
operational advantages by providing the precise 
functionality they need to stay competitive,  
customer-focused and compliant.

World-class products to  
maximise business success
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