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Blocking Instant Payments Fraud

Unauthorized transactions as a result of criminal activity pose a significant problem in the instant
payments environment, where there is less time for transaction checking. Without a powerful solution,
instant payments mean instant fraud.

Apex Payment Fraud is a proven solution, capable of detecting and preventing fraud in real-time for
account-to-account payments. Based on eMcREY’s established fraud management solution for the card
industry, it is an excellent option for banks in KSA as part of the roadmap for faster, simpler and safer
payments. Apex Payment Fraud is a critical part of the infrastructure for remitters, beneficiaries and all
financial institutions to enable final and irrevocable authenticated payments, protecting customers while
giving them instant access to their funds.

Apex Payment Fraud is highly configurable. Its powerful Al-based rules engine and rich functionality
prevent fraud at the point of origin by capturing suspicious transactions during the real-time authorization
process. End-to-end capabilities include comprehensive routines that confidently manage the entire
process from system configuration to detailed reporting.

A scalable multi-institution, multi-currency solution, Apex Payment Fraud is designed to operate within
the framework of IPS, GCC RTGS, SARIE, SWIFT, and other national and international payment schemes.
It integrates seamlessly with the institution’s core banking system and related systems and channels and
also with the payment hub supporting instant payments and linking the bank to IPS and other external
payment systems. Apex Payment Fraud provides flexible operational modes for real-time, near real-time
and batch processing.
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Managing Common Risk Scenarios
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In instant payments, most fraud risk arises at the payment originator and accounts may be compromised
in a number of ways, leading to manipulation of approval messages in the real-time payment messaging
stream. Apex Payment Fraud addresses multiple common risk scenarios by enabling real-time fraud

alerts and incident management, giving commercial banks

the opportunity to intervene quickly to reduce losses from
compromised accounts:

Fraudulent credit transfers
e Impersonation of the account holder using stolen
credentials (e.g., phishing]

e Sending unauthorized transactions from genuine
accounts (e.g., by inserting an account number into
payment instruction files)

e Substitution of genuine accounts with mule accounts

e Misdirection of funds through business email scams

Fraudulent credit transfers
e Various types of debit fraud involving confidence tricks

e Fraudulent request to pay’ transactions
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For more information about eMcREY products and solutions please visit
www.emcrey.com or email infoldemcrey.com



BLOCKING INSTANT
PAYMENTS FRAUD

Apex Payment Fraud Solution Overview

Adaptive Analytics

At the heart of the solution’s agile fraud detection capability is the advanced Al engine, which enables banks
to have an up-to-the-minute understanding of customer behavior, to maximize the application of big data to
decision-making, to recognize trends as threats emerge, and to benefit from predictive modelling. Adaptive
analytics components include:

e AlEngine e Transactional Fraud Checks
e KYC Check e Historical Fraud Checks
e Watch List Filter e Sanctioning

e Multi-Scheme Support covering the real-time
payment services

Data Management
The data management layer gives access to additional sources of decision-making data:

e Reference Data e Blacklist / Whitelist Data
e Monetary Transactions history e Risk Configuration Data
e Referential Transactions e Customer Data Repository

Investigation Management
The Investigation management layer provides end-to-end workflow and processes for managing potentially
fraudulent transactions:

e Alert Management e Workflow
e (Case Management e Dashboard and Reports

* Investigative Research

Adaptive Detection Analysis
Al Engine KYC Checks Watch List Filtering IPS, ACH & Transactional / Sanctioning

(Name check, Acc., ID...) (Blacklist, Wire Fraud Historical
International List) Fraud Checks

Data Management

Reference Data Monetary Referential Blacklist/ Risk Configuration
Transactions Transactions Whitelist Data PEIE]

Investigation Analysis

Alert Management Case Management Investigative Research Workflow Dashboards & Reports
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eMcREY: Your Trusted Payments Partner

eMcREY has significant expertise in the design and implementation of world-
class payments infrastructure. Our solutions extend across the entire payments
landscape and are aligned with the Vision 2030 objective to create a world-leading
payments infrastructure. Our Apex suite of proven payments solutions is created
with the customer in mind and informed by our deep experience of working with
leading financial services companies.

Since 2005, eMcREY has helped clients in the payments, government, energy and
transit sectors use technology to enable seamless, fast and secure interactions. We
combine our product portfolio with world-class capabilities from digital payments
partners including FIS, BelllD and EntrustDatacard. eMcREY solutions encompass
Card and Token Management, Third-Party Processing, National ACH, Enterprise
Payment Hubs, Virtual Bank, Digital Currency, Enterprise Fraud Management,
Settlement, Reconciliation and Dispute Management, Identity Management,
Mobile, Loyalty and Big Data Analytics as well as IPS, GCC RTGS, open-loop transit
and Oracle blockchain/cloud solutions. eMcREY is a Mastercard Platinum Digital
Vendor, Visa Certified Vendor and Oracle Platinum Partner.

Implementing an instant payment infrastructure to provide round-the clock
availability and real-time certainty of funds also requires round-the-clock
vigilance and certainty that strong measures are in place to identify suspicious
transactions. Improvements in card security have resulted in fraudsters looking
for other opportunities, particularly in account-to-account fraud, which makes
instant payment systems vulnerable.

Apex Payment Fraud is a proven solution that enables fraud detection and
prevention to stay one step ahead, allowing financial institutions and their
customers to transact with confidence.

For more information about eMcREY products and solutions please visit
www.emcrey.com or email infoldemcrey.com
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