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Gold Standard Security for Digital Commerce

Apex Secure provides a complete platform for issuers to implement 3D Secure authentication for
e-commerce transactions. Certified by EMVCo (including 2.2.0) and for Mastercard SecureCode, Verified
by Visa and mada, Apex Secure gives issuers confidence that they can facilitate seamless and secure
digital commerce for their merchants, creating a smooth checkout experience supported by the
worldwide gold-standard in fraud protection.

Customers are welcoming quicker and more convenient options to pay for purchases from their browser,
a mobile device or in-app, creating a more enjoyable shopping experience. For the issuer and the
merchant, this brings new challenges and risks. They need to be confident they can verify the identity of
the customer and the authenticity of every payment, preventing fraud without delaying purchases, and
minimizing the number of declined transactions.

Proven in a range of existing client on-premise or cloud deployments, the Apex Secure platform enables
prompt, data-driven decision-making. It helps issuers and their merchants benefit from the popularity of
digital commerce by investing in the most advanced 3D Secure solutions created by the industry to combat
payment crime.
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Apex Secure Key Features

Apex Secure supports end-to-end 3D Secure functionality for issuers, with total management on a single
platform. The feature-rich and highly flexible solution includes:

e User-friendly GUI interface for easy system management
e OTP Engine for one-time password generation and validation
e Consumer web pop-up and portal

e Admin console for application configuration and transaction monitoring

e Enrolment Module
e Access Control Server (ACS) with role-based user entitlement to application modules
e Authentication History Server (AHS)

e Card Management System Interface

e Scheme Interfaces and APIs for Mastercard, Visa and mada

e Security, including secure console for entitlement management, audit log, dual authorization and
LDAP support, Encryption Module

Technical Benefits

Apex Secure supports end-to-end 3D Secure functionality for issuers, with total management on a single
platform. The feature-rich and highly flexible solution includes:

e Simultaneous support for 3D Secure v1.0.2 and v2.2.0 message flows and specifications
e Multi-tier application architecture

e Enhanced integration bundle for seamless integration within the user environment, including with
middleware and card management systems

o JWE/JWS, AES 256 and AES 128 encryption
e Integrated with mobile SDKs
e EMVCo Certified

For more information about eMcREY products and solutions please visit
www.emcrey.com or email infoldemcrey.com
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Authentication Flexibility

Previous authentication methods such as static passwords, knowledge-based authentication (KBA] and
security questions are too weak, leaving the door open for fraudsters and resulting in frequent shopping cart
abandonment. Apex Secure supports all the currently accepted authentication methods which provide a
seamless and integrated user experience:

e One Time Password (OTP)
 Frictionless (risk assessment based)
e Decoupled

e Biometrics

e Password (supported but not recommended)

eMcREY: Your Trusted Payments Partner

eMcREY has significant expertise in the design and implementation of world-class payments infrastructure.
Our solutions extend across the entire payments landscape and are aligned with the Vision 2030 objective

to create a world-leading payments infrastructure. Since 2005, eMcREY has helped clients benefit from
technology evolution to enable seamless, fast and secure interactions. Today, rapid developments in digital and
mobile payments and data analytics are reshaping the relationship between financial services providers and
customers. eMcREY is at the forefront of technology transformation as the digitization of the entire payments
value chain gains momentum.

Our end-to-end solutions for card, non-card and e-commerce allow banks and financial services providers
to manage transactions efficiently and cost-effectively, aligning with global trends in instant payments, ACH
and security regulations. The Apex suite of proven, flexible and scalable payment solutions is created with the
customer in mind and informed by our deep experience of working with leading financial services companies
and world-class technology partners.
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State-of-the-art Security with 3D Secure

3D Secure allows intelligence about transactions to be shared between financial institutions, digital merchants,
and payment networks. Version 2.0 enables real-time information-sharing of an increased number of transaction
attributes, which merchants can send to issuers for faster and more accurate authentication of customers.

The 3D Secure authentication protocol is based on a three-domain model. The acquirer domain and the issuer
domain are connected by the interoperability domain which supports two message categories:

e Payment Authentication: authentication of a cardholder during an e-commerce transaction,
e Non-payment Authentication: identity verification and account confirmation
Authentication can be initiated through three device channels:

* App-based: authentication during a transaction on a consumer device that originates from an app approved by
a 3DS Requestor (for example a merchant’s app, digital wallet]

* Browser-based: authentication during a transaction on a consumer device that originates from a website
using a browser (for example the checkout process for an online store

e 3DS Requestor initiated: confirmation of account information and cardholder authentication with no
cardholder present (for example a subscription-based e-commerce retailer checking that details remain valid.

The APEX Advantage

The Apex suite of software products from eMcREY is designed to address the specific requirements of local and
regional markets by complementing the best-in-class products and solutions we implement from our major
global partners. Apex products allow our clients to maximise business opportunities and operational advantages
by providing the precise functionality they need to stay competitive, customer-focused and compliant.

For more information about eMcREY products and solutions please visit
www.emcrey.com or email infoldemcrey.com
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